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 Phishing is an attack related to social engineering which uses some websites for 

achieving its pre-determined goals. Phishing attacks include stealing passwords and 

credit cards profiles of users who make internet purchases. Such attacks are increasing 
and are among the main techniques of internet fraudsters. In spite of the growth of 

phishing attacks, no comprehensive solution has been presented to fight them up to 

now.Different techniques are used for protecting users against phishing attacks. Some 
of these are implemented in client respect and some are applied to server and each has 

its own strategy. In the present paper we review phishing attacks thoroughly, which 

includes the process of a phishing attack and classification of such attacks. Then, we 
investigate phishing fighting techniques and review their advantages and disadvantages. 

Finally, we provide a framework for fighting such attack. The presented framework is 

not dependent on a particular software or hardware and is efficient for fighting different 
types of phishing attacks. 
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INTRODUCTION 

 

The main goal of a phishing attack is establishment of an unreal relationship which is usually started with 

an email which contains an unreal URL of a bank or government department website. [1] attacking person or 

phishing designer tries to use items which are interesting for individuals and attracts their attention. Then, he or 

she tries to obtain any kind of information like name, address or phone number to use them later for his or her 

targets. [2] the attacking person sends the copy of the main website as a bait for users. Then, when victim users 

insert their information in the unreal website, the information is accessible for him or her.  

In general, a phishing attack is made up of four stages:  

1. an unreal website which is similar to the real one is designed.  

2. The attacking person sends the unreal website link to a large number of users, institutes and companies via 

email and tries to persuade users to use the website. 

3. Victims insert their information into the unreal website. 

4. The attacking person steals victims' information and defrauds them. Figure 1 indicates the process of a 

given phishing attack. 
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Fig. 1: Phishing attack process 

 

Classification of different types of phishing attacks: 

Phishing attacks are classified in terms of attack methodology. They include the followings: [3][4][5][10] 

 

Deception phishing: 

Messages and emails including: 

-you need to verify your information. 

-your account security is low. 

-free and quick service 

-and … 

In such attacks, social engineering techniques are used to convince users to click on links which are actually 

unreal websites links. 

 

phishing attacks which are based upon malware: 

Phishing operation is conducted via executing a malware on user's system. The malware can be in the form 

of an attachment to an email or a downloadable file on a website. Further, such a file can be injected through 

operating system vulnerable points or via Exploits.  

 

web-based Trojans:  

These include invisible pop-up windows which are usually written by Java Script language and can send 

user's information to attacking person when the user clicks. 

 

phishing through making changes in Hosts file of operating system: 

When a user types the URL of a website, first this URL is converted into an IP address and then is 

transferred via internet. Most SMEs use operating systems which control IP address through Hosts file of the 

operating system before controlling IP address. (like Windows operating system). The attacking person makes 

changes in Hosts file via this kind of phishing and the user is directed to hacker's unreal website when the user 

inserts URL of the main site. 

 

attacks which are based upon changing user's system settings: 

In such attacks, some changes are made in user's system settings in order to defraud. For example, a URL in 

favorites part is changed and abused; for example, www.gmail.com URL is changed into www.gmai1.com, the 

latter being the unreal website which is used for phishing (number 1 is used instead of letter L). 

 

DNS-based phishing: 

In such attacks, hackers find access to internet service providers Hosts file or DNS and redirect users to 

their own unreal pages and steal their passwords and information.  

 

Content-based phishing or injection of phishing: 

In this method, attackers replace some website codes with destructive codes and gather information 

secretly. For example, the attacker places some codes in entrance webpage and when users insert their 

Website design 

Stealing information Insertion of information 

by victims 

Sending many emails to 

victims 

http://www.gmail.com/
http://www.gmai1.com/
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usernames and passwords, they are navigated to their accounts and simultaneously, the information are sent to 

the attacker.  

 

Man in the Middle attacks: 

In these attacks, an attacker is placed between user system and website and collects information and does 

not influence the connection. Then, when the user is disconnected, the attacker defrauds using the collected 

information.  

 

phishing via search engines: 

In this kind of attack, attackers design specially-interesting websites and increase their ranks in search 

engines via different methods. For example, they design a bank website which provides many benefits for its 

customers with small amounts of credits. Then, the users are defrauded when they insert their information into 

the website.  

 

Anti-phishing: 

Anti-phishing refers to methods which are used for identification and prevention from phishing attacks and 

protect users against phishing attacks. [10] These techniques are applicable to different parts including emails, 

websites URLs characteristics and website contents.  

 

Anti-phishing techniques: 

In the following sentences, anti-phishing techniques will be investigated which can be used both by clients 

and servers. 

 

Identification of phishing according to basic characteristics: 

In this method, lists of confirmed websites which are exposed to phishing attacks are prepared. In this 

method, any website the links of which are similar to that of verified websites is a phishing, because if a website 

is not on the list of verified websites and its links are similar to that of the main website is the copy of the main 

website and is unreal. This is because hackers usually copy the main website codes and only change the link of 

information sending part. Phish Bouncer is software which uses a similar technique. [6] 

 

Advantages: 

via imposed controls, we are able to identify many phishing attacks and even unidentified phishing attacks 

are detectable.  

 

Disadvantages: 

this method will have low speed because of numerous controls which are imposed.  

 

Detection of phishing via Rules: 

In this method, a user becomes aware of the fact that a website is a phishing before observing the website. 

This method can be used to prevent phishing spread through email. In this method, a list of phishing websites 

should be prepared and a Rule Base should be installed for keeping rules. The rules are usually as follows:  

If {condition} then {act} 

For example, a rule can be as follows: 

If {The IP Address of the URL in the received Email find in Black list}  

Then 

{Phishing Email} [5] 

 

Advantages: 

before a user opens an email or a website, he or she is alerted about phishing. 

 

Disadvantages: 

we need to design many rules for each attack and URL and preparation of these rules will be time-

consuming. 

 

fighting against phishing using Hyperlink: 

Hackers often try to steal information via links embedded in emails. The structure of a link in html language 

is as follows: [7] 

<a href="webpage address">display text</a> 

The term in front of href is the address of a website to which are directed after clicking on the link and 

"display text" is the very text which is linked. 
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Now, we do as follows for discovering phishing websites:  

- If there was a URL instead of display text and this URL was not the same as the URL in front of href, it 

is possible to be a phishing attack.  

For instance, the following link is suspicious of a phishing attack: 

<a href=http://fakebank.ir>www.originalbank.ir</a> 

Because users observe the linked bank website www.originalbank.ir but they are directed to fakebank.ir 

unreal address. 

- If IP address was used in front of href, it is possibly a phishing. Because: 

<a href="IP address"> display text</a> 

All websites usually have domains. Therefore, if IP is used it is possible that the IP belongs to hacker's 

system and the hacker might have installed Local host on his or her system using software like Xampp and 

might have placed it in the unreal website.  

 

Advantages: 

it discovers undetected threats in addition to detected threats.   

 

Disadvantages: 

in some cases, use of IP address instead of DNS is desirable and it may lead to wrong detection.  

It must be mentioned that Link Guard software uses an algorithm similar to the above method for 

discovering links which contain phishing websites.  

 

Detection of phishing pages using entrance sign: 

A general rule governs phishing attacks: 

"Everything which is from server's side and all users share it can be copied by phishing attacks" [8] for 

example, because all information on e-payment pages is the same for all customers, they can be copied and are 

exposed to phishing attacks. Now if these pages allow users to create a special trace in the payment page like a 

text or special picture, so that this trace is located only on that personal system and is stored in his or her 

explorer's cookies and he or she can see it whenever he or she goes to that page, it is possible to understand that 

the page is not a phishing. A page lacking such a sign is obviously a phishing.  

The following example is provided to clarify the matter: 

Assume bank A has placed a link titled "create my personal sign" on its online payment page so that users 

can click on it and become directed to a page which can insert an optional text and store it. The second time the 

user refers to online payment page of that bank, he or she no longer sees "create my personal link" link but he or 

she comes across the text he or she entered in the previous time. When he or she visits payment page of the bank 

A which does not contain his or her text, he or she finds that the website is a phishing.  

This optional text should be regulated once for each system and explorer. Because every person leaves an 

optional text and hackers are not able to copy these texts separately for each user, they will not be able to copy a 

phishing page for that website. This is because of the principle: "every public thing can be copied for phishing 

attacks", which dictates that online payment pages are no longer public due to different entrance texts users 

insert and cannot be copied.  

 

Advantage: 

detection of phishing websites without need to any special software or reduction of speed. 

 

Disadvantages: 

this method is dependent on explorer and needs to be set for any explorer separately. 

 

Use of mutual authentication approach with basic information for fighting against phishing attacks: 

Although the above-mentioned methods help us with detecting phishing but they are practically difficult to 

implement. Many users do not have necessary familiarity with IT knowledge and cannot install and use anti-

phishing software. Moreover, these software are suitable for detection of foreign websites and are not applicable 

to internal banks websites. Further, when a user uses a computer system other than his or her own system, he or 

she must install necessary software from scratch. Additionally, detection of phishing pages and their storage in 

database is time-consuming and users are in danger over the process.  

Figure 2 indicates our approach to fight against phishing attacks. This approach is based upon three 

principles: 

- Because phishing pages are copied, they cannot be connected to bank database and are only able to 

receive information from users. 

- A general rule governs phishing attacks: 

"Everything which is from server's side and shared by everyone can be copied by phishing attacks"[8] 

http://fakebank.ir/
http://www.originalbank.ir/
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- Every bank card has unique basic information such as card number, second password, card owner's 

name and CVV2. 

In this method, a user inserts his or her card number first for doing a financial transaction and requests for 

process. Then, card owner's name and card expiry data are displayed on screen. The user is required to insert 

second password, CVV2 code and Captcha code for doing a transaction after observing his or her information 

on the screen.  

It is natural that if a page is a phishing, the process will not be directed to the next step because a phishing 

website will not be able to display card owner's name after inserting card number.  

   

Security considerations in mutual authentication approach: 

We must note that security issues be considered in entrance and payment pages in order to prevent from 

stealing individuals unique codes and names. These security considerations include restricted requests number 

from a particular IP address and presence of Captcha codes in such pages [9].  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Fig. 2: Mutual authentication approach to fighting against phishing attacks 

 

Conclusion: 

All techniques which were propounded have important disadvantages. These include need for updating 

databases as a result of phishing attacks growths. Updating databases is a time-consuming process and users are 
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exposed to threats during updating process. There are other methods like phishing detection using entrance sign, 

which is dependent on user's software system and when a user wants to do an e-transaction on another 

computer, he or she must install the software and do settings on that computer from scratch. 

However, mutual authentication approach to fighting against phishing attacks is independent of computer 

systems and does not need to be updated with phishing attacks growth. It can be regarded as the most effective 

method for fighting against common phishing attacks.  
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